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1. Common Policy Elements

1.1 Introduction and Scope

State information is a vauable asset that must be protected from unauthorized disclosure,
modification, use, or destruction. Prudent steps must be taken to ensure that its integrity,
confidentiality, and availability are not compromised.

This document provides a uniform set of information security policies, standards and genera
guidelines for State of Georgia agencies. All Agencies, as that term is defined in the Official
Code of Georgia Annotated 8 50-25-1(b)(1), unless specifically exempted, are required to
abide by the policies hereby established. All users (employees, contractors, vendors, and
other parties) are expected to under stand and abide by them.

In addition to defining roles and responsibilities, information security policies raise awareness of
users to the potential risks associated with information technology. Employee awareness through
dissemination of the policies helps minimize the cost of security incidents, accelerate the
development of new application systems, and assure the consistent implementation of controls for
information systems throughout the organization.

The State of Georgia enterprise information security policies are based upon the 1SO 17799
standard framework and include explanatory guidelines for clarification. The policies are
designed to comply with applicable laws and regulations, however, if there is a conflict,
applicable laws and regulations will take precedence. The policy statements should be considered
minimum requirements for providing a secure environment for developing, implementing, and
supporting information technology and systems.

Associated enterprise standards listed after certain policies must be adhered to by agencies unless
specifically granted an exception. Agencies may develop detailed policies and procedures to
handl e agency-specific cases.

1.2 Authority

The Georgia Technology Authority (GTA) was created by an act of the Legislatureto “ ...ensure
the effective utilization of IT resources in Georgia state government ...” and to “bring a
coordinated and comprehensive IT vision to state government by providing agencies with
technical assistance in drategic planning, program management, and human resources
development.” (seeOfficia Code of Georgia Annotated (O.C.G.A.) 8§ 50-25-1 et seq.).

GTA has the statutory authority to “ set technology policy for all agencies except those under the
authority, direction, or control of the General Assembly or state-wide elected officials other than
the Governor.” (see O.C.G.A. 8 50-25-4(a)(10)). Additionaly, GTA has the authority to,
“ establish technology security standards and services to be used by all agencies.” (see O.C.G.A.
§ 50-25-4(a)(21)). The enterprise security policies and standards established under such authority
are a resource to assist State agencies more effectively manage the State of Georgia information
technology resources and systems managed by them.
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1.3 Enforcement

Individual state agencies will be responsible for developing detailed procedures to comply with
these security policies and standards. The policies and standards will guide periodic security
reviews, as well as audits by the State Department of Audits. In addition, GTA will review
applicable equipment and service purchases to ensure that vendors and contractors are aware of
the security policies and standards and have agreed to comply with them. Violators of these
policies may subject to employee disciplinary procedures. Agencies may impose sanctions upon
their employees for violations of these policies and standards.

1.4 Exceptions

Exceptions to a policy must be approved by the Georgia Technology Authority, with review by
the State Chief Information Security Officer. In each case, the agency or vendor must include
such items as the need for the exception, the scope and extent of the exception, the safeguards to
be implemented to mitigate risks, specific timeframe for the exception, organization requesting
the exception, and the management approval. Denials of requests for exceptions may be appealed
to the State Chief Information Officer.

The policies described in this manua are applicable to productionlevel systems. Generally,
internal test and experimenta systems not connected to a production network do not require the
same level of security. Applications development systems may a so be exempt, provided they are
on a physicaly separate, non-production network. |If these development or test systems are on the
same network as production systems, however, they must follow the same security policies as
production systems.

Some systems are not able to use a common format for User IDs. Where this condition exists, the
local security administrator should maintain a list of common User IDs. This list should be
considered highly confidential document and secured appropriately.

1.5 Version History

As policies are revised or updated, a version history summarizing the changes shall be listed as
the last section of the policy document. The Version History section shall also list revisions or
updates to enterprise security standards. The Version History section will be smilar to the
example shown below:

VERSION HISTORY

Original Policy established 06/04/2002 Revised 09/09/2002.
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2. Terms and Definitions

This section includes some of the important terms referenced in the various enterprise
information security policies. Additional terms may be defined within each individual policy.

Term Definition
Access Control List A table that tells a system what access rights are
(ACL) granted based on a specific identification parameter

such as user-id, network segment, or host name.

Agencies or Agencies of
the State of Georgia

“Every state department, agency, board, bureau,
commission, and authority which shall not include
any agency within the judicial branch of state
government or the University System of Georgia
and shall aso not include any authority statutorily
required to effectuate the provisions of Part 4 of
Article9 of Title11.” O.C.G.A. § 50-25-1(b)(1)
(Supp. 2001). [Part 4 isnow Part 5.] For datutory
exceptions to the applicability of enterprise policies
on particular agencies please see 2001 Op. Att'y
Gen. 01-8.

Automated Terminal
Identification (ATI)

Any method of identifying a specific device used for
alowing user access to a secured information
system. ATI is separated from user identification so
that an extralayer of security may be provided when
deemed necessary.

Biometrics Refers to the use of electro-mechanical devices that
measure some physical, electrical or audio
characteristic of an individual and make use of that
specific measurement to verify identity.

Change Management A business process that ensures that no changes

occur on acomputing resource without having gone
through a methodology to ensure that change will
perform as expected, with no unexpected
repercussions.

The Criminal Justice
Information Systems
Section (CJIS)

Manages a series of computerized information
systems that index criminal justice information
concerning crimes and criminals of state and
national interest.

Digitdl Certificaie

A file of encrypted data that has been issued to an
individual user and verifies that the user iswho they
clam top be. The user engagesthe digita
certificate by means of a password and can be used
to ‘sign’ communications that verify the identity of
the user to others.

Georgia Technology Authority
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Term Definition

Health Insurance This act mandated regulations that govern privacy,
Portability And security, and electronic transactions standards for
Accountability Act of 1996 | health care information.

(HIPAA)

Information Processing
Facilities or Information
Processing and
Communication Facilities

A facility that contains a data center, network
operations center, or other similar information
system command or monitoring center with
computer systems that store production information
or house network services or user workstations.

Information Security

Preservation of confidentiality, integrity, and
availability of information

Confidentiality - Ensuring that information is
accessible only to authorized users

Integrity - Safeguarding the accuracy and
completeness of information and processing
methods

Availability - Ensuring that authorized users have
access to information and associated assets when
required

Information System

The network or combinations of al computing
equi pment, telecommunication or other
communication or information processing devices
and channels used within an organization.

Open Source Software

Software that is written by authors who submit it for
use by the genera public without requiring payment
for the software. Typically available as

downl oadable code from the Internet as unsupported
code.

Private Key

A small, encrypted file that is used to identify a user
by means of a pass phrase or password. The
successful use of the password or phrase will then
alow the decrypting of information generated from
the matching public key. The private key isaso
used to create a digital signature that can be
decrypted by anyone with the corresponding public
key to confirm that the .key owner “signed” the
document. (see also section 4.2.2)

Public Key

A smadll, encrypted file that contains information
about a specific user. The public key is supplied by
the owner to anyone wishing to encrypt a document
or message so that only the public key owner can
decrypt it using their private key. For digital
signatures, the public key is used to confirm that the
message was signed electronicaly by the owner
using their private key.

Risk Assessment

Assessment of threats to, impacts on, and
vulnerabilities of information and information
processing facilities

Georgia Technology Authority
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Term

Definition

Risk Management

Process of identifying, controlling, and minimizing
or eliminating security risks that may affect
information systems

SLA- Service Leve
Agreement

A detailed subsection of a contract that specifies
expected services, procedures and responses.

Smart Card

A physical card that contains some electrically
responsive capability that indicates its unique
identity. Combined with a User ID and password, a
Smart Card helps verify a given user.

Teleworking

The practice of working from a site that is remote
from the user’s normal base office but still within a
more controlled environment than atypical remote
diakin or internet connection. Teleworking alows
staff to work from afixed location that is remote
from the organization’ s base operation.

Token

A device that operates much like a smart card but is
in aphysical shape that makesits use easier to
manage. A special ring worn on the hand is one
form of atoken.

Trojan Horse

Software that is written to alow accessto a
computer via some method not intended by the
owner of the system. Typically embedded in some
other form of software Trojan code attempts to
camouflage its presence to avoid detection. Trojan
code operates by either announcing itself to the
writer of the code when installed or by responding
to a specia form of prompting. The intent of the
codeis to alow access to a computer without the
knowledge of the computer owner.

Trust Model

A trust modd is the system of hardware, software
and procedures by which any organization may
establish how information is authenticated, verified
or secured from disclosure.

Users

Employees, contractors, vendors, or any other
parties who are granted access to a State of Georgia
production system or application

Georgia Technology Authority

Enterprise Information Security Policies

Page 9



3. Security Policies
3.1 Information Security Policies

TA Georgia Technology Authority

I nformation Security Polices Documents

POLICY NUMBER: 3.1.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To broadly define information security
To demongtrate the State’ s commitment to best practices for ensuring security of
information and information systems.

SCOPE
All users are expected to understand and abide by established enterprise security policies.

POLICY

State information is a valuable asset and must be protected from unauthorized
disclosure, modification, or destruction. Prudent information security policies,
standards, and practices must be implemented to ensure that the integrity,
confidentiality, and availability of state information are not compromised.

STANDARDS

Standards are specific directives, specifications, or procedures that must be followedin
order to ensure a consistent implementation of information security practices.

GUIDELINES

Guidelines are intended to aid users in understanding and applying the policies. Guidelines set
forth best practices or recommended courses of actions. Guidelines are not mandatory. Agencies
may choose to follow or ignore guidelines.

Policies should:
- |dentify general areas of risk
State generally how to address the risk
Provide a basis for verifying compliance through audits
Be implementable and enforceable
Be concise and easy to understand
Balance protection with productivity
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Standards should:
- Set forth minimum requirements designed to address certain risks
Set forth specific requirements that ensure compliance with policies
Provide a basis for verifying compliance through audits
Be implementable and enforceable
Be easy to understand
Balance protection with productivity

Guidelines should:
Identify Best Practices to facilitate compliance
Provide additional background or other relevant information

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Sections 1.2 and 1.3)

TERMSAND DEFINITIONS (see Section 2)
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JTA Georgia Technology Authority

Review and Evaluation

POLICY NUMBER: 3.1.2 | EFFECTIVE DATE: 09/10/02

PURPOSE

To identify the owner of information security policies and describe the process for reviewing
and maintaining them.

SCOPE
All enterprise security policies established by the Georgia Technology Authority.

POLICY

The Georgia Technology Authority (GTA) shall be responsible for the policies
defined in this document. GTA will periodically review their effectiveness and
issue updates, as necessary.

GUIDELINES

Agencies should report information security incidents to the GTA Office of Information Security
s0 that it may assess the effectiveness of individual policies and standards and identify possible
new vulnerabilities.

The Security Office should schedule periodic policy and standard reviews to consider the
following:
The nature, number, and impact of recorded security incidents
The cost and impact of controls on business efficiency, including thirdparty vendor
compliance.
The effects of changes to organizations or technology.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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JTA Georgia Technology Authority

Appropriate Use of Information Technology Resour ces

POLICY NUMBER: 3.1.3 | EFFECTIVE DATE: 09/10/02

PURPOSE

To establish an enterprise policy regarding appropriate use of State of Georgia information
technology (IT) resources.

SCOPE

All Agencies of the State of Georgia. This policy appliesto all employees, contractors,
vendors, customers, and others who utilize, possess or have access to State of GeorgialT
resources.

POLICY

State of Georgia information technology resources are provided to authorized
Usersto facilitate the efficient and effective performance of their duties. The use
of such resources imposes certain responsibilities and obligations on Users and
is subject to state government policies and applicable state and federal laws. It is
the responsibility of Usersto ensure that such resources are not misused.

STANDARDS

To comply with this policy, Users shall refrain from inappropriate use of State
of Georgia information technology resources at all times, including during
breaks or outside of regular business hours.

Inappropriate usage includes (but is not limited to) actual or attempted usage of
information technology resources for:

» Conducting private or persona for-profit activities. This includes use for private
purposes such as business transactions, private advertising of products or
services, and any activity meant to foster persond gain;

» Conducting unauthorized not-for-profit business activities;

» Conducting any illegd activities as defined by federal, state, and loca laws or
regulations,

» Creation, accessing or transmitting sexually explicit, obscene, or pornographic
meateria;

» Cregtion, accessing or transmitting materia that could be considered
discriminatory, offensive, threatening, harassing, or intimidating;
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» Creation, accessing, or participation in online gambling;

» Infringement of any copyright, trademark, patent or other intellectua property
rights;

» Performing any activity that could cause the loss, corruption of or prevention of
rightful access to data or the degradation of system/network performance;

» Conducting any activity or solicitation for political or religious causes,
» Unauthorized distribution of state data and information;

> Attempts to subvert the security of any state or other network or network
resources,

» Use of another employee’s access for any reason unless explicitly authorized; or,

» Attempts to modify or remove computer equipment, software, or peripheras
without proper authorization.

» Attemptsto libel or otherwise defame any person

Agencies may establish more stringent policies and procedures consistent with this
Enterprise Policy and associated Standards.

Each Agency reserves the right to retrieve and read any data composed, transmitted
or received through online connections and/or stored on their respective servers and
for property. (See enterprise security policy 8.7.3).

Agencies shdl provide notice of this Policy and related Standards by displaying an
Appropriate Use Banner on all computers. Idedlly such banners would be part of
standard log-on procedures, however, aternatives such as stickers or labels affixed to
monitors may aso be used. Mode language for the banner is supplied under
guidelines.

GUIDELINES

The following is provided as an example Banner which Agencies may use or modify as they
deem appropriate:
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WARNING: Use of this computer is restricced and monitored!

This computer is the property of the {AGENCY NAME HERE} and is to be used for
the conduct of official state business. You are legally responsible for your activities
pursuant to Chapter 9 of Title 16 of the Official Code of Georgia Annotated, (the
Georgia Computer Systems Protection Act), as well as all other applicable state and
federal laws, including Enterprise Information Security Policy 3.1.3. By continuing you
agree to abide by all established {AGENCY NAME HERE} policies on computer use.

State Agencies provide IT equipment as necessary to employees and others for the efficient
and effective performance of their duties. 1T equipment is provided to carry out job duties,
facilitate business-related research and access to information, and aso to enhance
communication with customers, vendors, colleagues and others receiving services/products
from, doing business with, or seeking information from the State.

Occasiond persond use of Internet connectivity and e-mail that do not involve any
inappropriate use as described above may occur, if permitted by the Agency. Any such use
should be brief, infrequent, and shal not interfere with User’s performance, duties and
responsibilities.

Agencies may aso use filtering software in order to better ensure and/or monitor compliance
with this Policy and related Standards.
AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

Violations of this Policy and associated Standards may result in disciplinary action,
termination, or criminal prosecution.

Occasional access to information or websites of the Georgia Lottery Corporation
shall not constitute nor be considered inappropriate use.

TERMSAND DEFINITIONS (see Section 2)

“Information Technology Resources’ or “IT Resources’ means hardware, software, and
communications equipment, including, but not limited to, personal computers, mainframes, wide
and local area networks, servers, mobile or portable computers, peripheral equipment, tel ephones,
wireless communications, public safety radio services, facsmile machines, technology facilities
including but not limited to, data centers, dedicated training facilities, and switching facilities,
and other relevant hardware and software items as well as personnel tasked with the planning,
implementation, and support of technology.

VERSION HISTORY

Original Policy established 09/10/02 Revised 12/30/02; 04/13/04
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4. Organizational Security
4.1 Information Security Infrastructure

JJ A Georgia Technology Authority

I nformation Security Infrastructure

POLICY NUMBER: 4.1.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To provide guidance in establishing the basic elements of information security infrastructure.
Security Infrastructure is the complete set of information security-related systems,
procedures, policies and physical implementations of information security administration
within each agency.

SCOPE
All agencies of the State of Georgia

POLICY

Agencies that create, use or maintain information systems for the State of
Georgia shall also create and maintain an internal information security
infrastructure consisting of an information security organization and program
that ensures the confidentiality, availability, and integrity of the State’s
information assets.

STANDARDS

Agencies must meet the following standards:
Agencies shall appoint, designate or hire an Information Security Officer to administer an
information security program to ensure the confidentiality, integrity and availability of
state Information Technology assets.
Agencies shall implement additional policies and procedures as necessary to meet

security requirements imposed on such agency by federal or other state security
requirements.
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The agency Information Security Officer shall be responsible for ensuring their agency’s
implementation of Enterprise Security Policies and Standards as promulgated by the
Georgia Technology Authority.

Each agency Information Security Officer shall serve as the primary agency point of
contact to the State Chief Information Security Officer.

GUIDELINES

Agencies should use the following guidelines in establishing an information security management
infrastructure:

General
The agency information security organization should be the focal point for all IT security
related matters as described in 1SO 17799.

Information Security Management
The business management of an organization ultimately benefits or suffers from information
security issues. Therefore, clear lines of responsibility and organizational roles should be
defined to properly administer the functions of information security. In establishing these
functions, the following issues should be addressed:
Formulation, review and approval of agency information security policy.
Maintenance of threat assessments for internal information.
Oversight of investigations into security-related incidents.
Oversight of business issues regarding new security initiatives.

As required by this policy an agency information security officer must be designated for the
organization. Depending on the organization’s size and complexity, this role may be a full-
time position. The information security officer should oversee al security-related events and
information.

The Agency Information Security Officer should report to the Agency Head, Chief
Information Officer, or other similar executive-level business manager.

Information Security Coordination
In large organizations, it may be necessary for multiple subgroups to maintain their own
information security functions. In this case, the coordination of these groups is essential for
overall security. Policies and procedures for the entire organization should:
- Define the roles and responsibilities of the various groups.
Establish methodologies, procedures, processes, risk assessment and information
classification guidelines
Provide Information security user education and interface
Provide security-related technical architecture to planning and development groups.
Designate security incident investigation responsibility
Provide identification of an architectural interface to the business management
groups.

Allocation of information Security Responsibilities
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Clear assignment of responsibilities for various security related issuesis critical to the success
of information security. Delegating responsibility for security throughout the organization is
a good nethod of ensuring a cohesive approach to policy management. For each area of
securlty responsibility the following issues should be addressed:

For any individua information system the security processes for the assets and access

should be clearly established in a documented form.

The owner of each asset and the security process for gaining access to the asset

should be clearly defined.

Authorization levels for access to assets should be clearly defined.

Authorization for Information Processing Facilities
The management of an organization bears the responsibility for approval of new information
processing facilities. These facilities may be a complete data center or a single laptop. The
approva process should involve the information security organization. Regardless of the
computing resource’s size or complexity, compliance of the security environment with
existing security policy should be evauated. When approving new information processing
facmtlea the following issues (at a minimum) should be addressed:
Assessment of the ability of the new processing facilities to conform to existing
security policy, including any state and federal requirements.
Evaluation of hardware and software compatibility of the new facilities with existing
facilities.
Evduation of the need for additional security measures and the impact of personal
computing systems.

Third Party Assessment
The use of information security speciaists to guide and oversee the information security
infrastructure is important to maintain awareness of new security-related threats and other
issues. Where in-house expertise is not available, external resources such as GTA’s Office of
Information Security may add value. In cases of security-related investigations, such external
resources may be required.

Cooper ation Between Organizations
The security administration should maintain contact lists of both interna and externd
organizations and service vendors. These lists should be organized to quickly facilitate
security-related events and investigations. They should detaill the management staff
authorized to make decisions regarding security-related events.

Membership in security-related organizations may provide valuable insight into the ongoing
practices of security administration. However, the release of State security events and issues
must be approved by business management and security administration.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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4.2 Security of Third Party Access

JTA Georgia Technology Authority

I dentification of Risksfrom Third Party Access

POLICY NUMBER: 4.2.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To provide guidance for alowing third party access to State of Georgia computing resources.
This policy addresses the issues surrounding the level of security risks taken as a result of
third party access.

SCOPE

Any State of Georgia organization that allows a third party access of any type into State of
Georgia information resources.

POLICY

Risk assessment and identification should take place prior to establishing third
party access to State of Georgia information systems and must be in accordance
with the policies set forth in Section 9. Access Control.

GUIDELINES

Third party access into State computing resources may come in many different ways. For each of
the various ways there are differing risks to be examined and dealt with. The most significant
type of access will be a network-to-network connection that allows multiple users or systems
from the third party to interact with State resources. Managing the risk involved in these
situations is something that must be done prior to making the connections available.

The third party should be provided with a copy of the State security policy and be required to
comply. Alternately, a contracted security firm may be used to examine the third party systems
and provide a determination that they present no additional risk to State of Georgia resources.

Type of Access
The types of access that third parties may have into State resources fal into two primary
categories.

The first category is that of Physical access. In many cases this will take the form of a
contractor working on State premises to serve some particular need. The work the contractor
is doing may not be related to computing resources but if State computing resources are
physically co-located then some risk exists. In many cases the contractor will be working
directly on the computing systems themselves and will have been granted some sort of user
account. When contractors have user accounts on State systems they must meet and follow
the same standards as regular State employees.
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Network connection ports should be monitored for unknown devices and un-authorized
connections. Detailed map of physical and logical network connections should be available
to the security administration.

When contract personnel are working in a State environment without being directly
supervised then State employees must be vigilant about logging off sessions, logging out or
securing PC access, and keeping paper information properly discreet.

The second type of accessis‘logicd’. It involves the contractor coming into state resources
via some exterior method. This may be aremote diakin or a connection through a firewall or
even alogin through a direct network connection. Logical access may present a very cost
effective way of using third party resources, however it presents a significant risk in that it is
more difficult to monitor the actions of the third party. Very tight controls should be required
on user accounts using remote logical access. Where the third party access will involve a
network-to-network connection, the use of some type of control and filter mechanism e.g.
‘firewall’ is highly recommended. In situations where a firewall is not technically feasible,
the security administration should be involved in atively monitoring the connection to
determine if abnormal activity is taking place.

Reasons for Access
The reasons for granting access to third parties are typically driven from some business need.
The use of services provided by third parties to develop software or maintain systems is a
common practice. The management of the associated risks is the responsibility of the State
agency that is sponsoring the third party access. When the use of third party access is
deemed necessary, the account managemert for this access should be very tightly managed.
Where the operating system is capable of tightly controlling user access, a complete user
profile should be constructed that includes the following minimum criteria:
- Time of day access

Day of week access

Physical location access

Networked location access

Direct dia in access

User directory permissions

User application access

A complete understanding of what access exists and its usage should be documented. An
important situation to manage is when third perty access will include State information that is
considered highly sensitive. Extra safeguards and account considerations may be needed to
manage risk of thistype.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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TA Georgia Technology Authority

Security Requirementsin Third Party Contracts

POLICY NUMBER: 4.2.2 | EFFECTIVE DATE: 09/10/02

PURPOSE

To provide guidance on the information security issues that should be considered when using
third party resources to accomplish state business. No third party access to state resources
should take place without first having entered into binding contract that clearly delineates the
security responsibilities of the third party resource.

SCOPE

Any situation in which an agency of the State of Georgia uses resources from third parties to
access and perform work with State computing resources.

POLICY

Any contract with a third party entity that involves access to State of Georgia
information resources will contain sections that delineate State information
security issues relevant to that business access and requires the Contractor to
adhereto enterpriseinformation security policies and standards.

GUIDELINES

When writing contracts with third parties to provide some type of services that involve accessing
State of Georgia computing resource the agency involved bears the burden of ensuring that all
relevant information security issues have been addressed. Using the State of Georgia Information
security policy as areferenced guide is recommended. Provisions in the contract that require the
third party to demonstrate their ability to meet the requirements of the State information security
policy will provide a basis of trust for further technical interaction.

Onsite Contract Resour ces.
When a third party service provider will be placing contract resources on State premises,
security issues may occur related to the actions of the contracted personnel. The contract
should reflect the acceptance by the third party of responshbility for the actions of its
members. The contract should also reflect the burden of the contracting organization to have
provided due diligence in determining the skills and character background of the onsite
personnd.

Logically Connected Contract Resour ces.
When a services provider will be using a ‘logical’ connection to State resources the contract
must reflect not only responsibility for the actions of the third party users but aso for the
security integrity of any connected networks, systems or logons. The third party provider

Georgia Technology Authority Enterprise Information Security Policies Page 21




must be able to demonstrate ability to meet or exceed norma state information security
policies and guidelines.

Specific Contract | ssuesto be Addressed
Third party contracts should contain sections that address the following issues:
State of Georgia Information security policy
Asset protection:
- Protection procedures for both hard and soft assets
- Procedures for determining if any compromise of assets has occurred.
- Verifiable procedures for the destruction or return of State information assets at
the end of the provided service.
- Systems integrity and availability.
- Specific restrictions on copying or disclosing state information.
A detailed description of each service to be offered.
Service leve criteriafor acceptable and non-acceptable performance.
Detailed provisions for transfer of staff as required.
Liabilities for both the service provider and the State
Specific provisions as to delegated responsibilities in lega issues involving other
organizations and provisions of law. (see also section 12.1)
Provisions for distribution of intellectual property rights and collaborative work. (see
also section 6.1.3 and 12.1.2)
Detailed access control agreements:
- Provisions for granting access and the management of unique user and system
identifiers.
- A process for granting authorized user access
- Methodology for managing authorized user lists and access rights across systems.
Performance criteria with monitors and verifiable definitions.
Privilege management of user access, monitoring user activity, and the states right to
refuse access.
The rights to monitor contractual compliance and the right to use third parties to
establish contractual compliance.
A process for escalating service issues; problem resolution and contingency plans.
Detailed descriptions of responsibilities regarding hardware and software installation
and maintenance.
A clearly defined reporting structure and specific reporting formats and expected
content.
A detailed plan for change management procedures
Detailed descriptions of physical protection methods and procedures for verifying
compliance.
A detailed plan describing the educationa process for users and administrators in
methods, procedures and security.
Systems plan for control of malicious software.
A procedure for reporting and investigating security related issues and escaation
procedures.
Responsibilities of the provider with sub-contractors.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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4.3 Outsourcing

J A Georgia Technology Authority

Security Requirementsin Outsourcing Contracts

POLICY NUMBER: 4.3.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To provide guidance when using third party service providers to manage and maintain State
of Georgiainformation computing resources.

SCOPE

Any circumstance where an agency of the State of Georgia will sign binding contracts with a
service provider to outsource specific responsibilities for maintenance of state information
resources.

POLICY

Any outsourcing agreement will contain security provisions specifically tailored
to the particular outsourcing initiative.

GUIDELINES

The relationship of ‘outsourced service provider’ to the State is a based on a very detailed
contract that should delineate in significant detail the responsibilities of the provider and the
expectations of the State. These contracts will contain sections that are known as * Service Level
Agreements (SLA’s). These SLA’s spell out the expected services and responses to issues in
great detail.

Information security issues should be included or addressed in the SLA’ s as an expectation by the
State that the provider will meet or exceed all of the policies stated within the State of Georgia
Information security policy. The security provisions of an outsourcing contract should address
the entire technical topology of the outsourced environment.

When engaged in agreements with outsourcing providers the use of specific SLA’s and security
compliance verification should exist with in the contract.

Contract provisions
Specmc security provisions of an outsource contract should address the following issues:

Verifiable criteria for how the legal requirements are to be met.
Pan for educating al contract parties in security related responshbilities and
procedures.
Verifiable criteriafor how State assets are to be maintained and tested.
Control procedures for granting authorized and managed access to users.
Disaster recovery and business continuity issues.
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Physical security arrangements for State information assets that exist outside of State

premises.
Rights of the State to verify contract compliance through the use of audits, tests, and

third party examination.
The contract terms of section 4.2.2 should aso be included.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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5. Asset Classification and Control
5.1 Accountability for Assets

TA Georgia Technology Authority

Inventory of Assets

POLICY NUMBER: 5.1.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To provide guidance for accountability regarding physical computing assets of the State of
Georgia. The asset inventory is the means by which the hardware and software assets are
accounted for with the domain of the State of Georgia

SCOPE

Hardware computer and communications devices and software packages, user licenses
acquired using State of Georgia funding.

POLICY

All hardware and software operated by agencies of the State of Georgia should
be documented in compliance with all applicable state or agency asset
management policies and the Official Code of Georgia Annotated section 50-16-
160 et seq.

GUIDELINES

Asset inventory is the method by which the State maintains knowledge of the physical devices
and software purchased with public funds. As devices and software become out of date or no
longer in use they should be removed from the inventory lists in accordance with State asset
management procedures for each State entity.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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5.2 Data Classification

TA Georgia Technology Authority

Data Classification Guidelines

POLICY NUMBER: 5.2.1 | EFFECTIVE DATE: 09/10/02

PURPOSE
To establish policies for the classification of eectronically-stored State of Georgia
information (i.e. data).

SCOPE

All information contained within computing resources operated by agencies of the State of
Georgia.

POLICY

UNDER DEVELOPMENT

GUIDELINES
AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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JTA Georgia Technology Authority

DatalL abeling and Handling

POLICY NUMBER: 5.2.2 | EFFECTIVE DATE: 09/10/02

PURPOSE

To address the issue of low eectronically-stored data that has been classified should be
labeled and handled.

SCOPE
Data that has been classified by any State of Georgia agency.

POLICY

UNDER DEVELOPMENT

GUIDELINES
AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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6. Personnel Security
6.1 Personnel Security Screenings

5y A Georgia Technology Authority

Personnel Security Screenings

POLICY NUMBER: 6.1.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To minimize the risks of human errors, fraud, and misuse by addressing security concerns at
the recruitment stage of employment for al potential State of Georgia employees and
engagement of contractors

SCOPE
All Agencies as that term is defined by OCGA Section 50-25-1 et seq.

POLICY

Agencies must conduct personnel screenings of prospective employees and
contractors who will be granted access to State of Georgia information systems.

GUIDELINES
Job Description and Security Responsibilities

Job descriptions will identify the degree of access to state information systems,
processes and data in addition to normal roles and responsibilities.

The Official Code of Georgia Annotated Computer Security Act as well as other
applicable state or federal regulations or policies, terms of confidentiality, and
conditions of employment must be covered along with normal administrative
processes during the employment phase of hiring.

Documented annual information security training will be conducted for all employees
of the agency to cover security awareness, updates to security policies or procedures,
and reporting of incidents and vulnerabilities.

Disciplinary or crimina procedures will follow the state’ s administrative regulations
and crimina codes.

Employee/Contractor Screening
Verification checks should be conducted as part of the initiadl employment/engagement
process for both full- and part-time employees and contractors Such checks should be
repeated periodically in cases of job change, role change, or promotion.
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Personnel screening checks should include one or more of the following depending on the
particular job duties, responsibilities, and access privileges of the position:
Character references (business and personal, if appropriate)
Training background
Academic and professional experience
Identity and background checks
Credit checks, if appropriate
The sourcing agency for contractors, consultants, and third-party vendors should use
similar screening processes, to include: Initial employment screening
Job-specific screening, if sensitive areas are to be accessed
Notification of re-screening, if there is cause for doubt or concern

Employee/Contractor Supervision
Managers and supervisors should evaluate the procedures required for experienced and
inexperienced personnel that may be accessing sensitive information. These procedures
should be reviewed and updated by senior management o staff, as necessary.

Confidentiality Agreements
Confidentiaity and non-disclosure agreements indicate that certain information is private or
secret.  Employees who need to access such information should be required to sign these
agreements when initially employed. Thirdparty users who are not already covered by an
existing agreement should also sign such agreements prior to being given access to the
information.

Confidentiality and non-disclosure agreements should be reviewed regularly, especialy when
employees leave the organization or when contracts expire.

Termsand Conditions of Employment
Terms and conditions of employment should clearly state the employee’ s responsibilities for
information security. They should include a defined period of time after employment and the
actions that will be taken in the event of non-compliance to the agreement.

It may be necessary to include the following items in the offer of employment or contractor
agreement:
- Employee/Contractor’s legal rights and responsibilities regarding copyright laws,
data protection legidation
Data classification and management when working off-site and outside of normal
business hours

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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6.2 User Training

TA Georgia Technology Authority

Information Security Education and Training

POLICY NUMBER: 6.2.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To ensure that users are knowledgeable and aware of security threats, concerns, and the
procedures for reporting security incidents.

SCOPE

All agencies, their employees and third parties that access the State of Georgia
communication systems and computing platforms

POLICY

Each agency shall provide security training to its employees and the completion
of such training shall be documented.

GUIDELINES

Access Guidelines
Each organization should create procedures for training al employees and other users on how
to access and use its communication systems.

Each employee should understand what areas are acceptable and what areas are not to be
accessed. All employees should be trained on access controls and legal responsibilities. All
employees should be aware and remain vigilant for possible fraudulent activities. Well-
defined procedures should be in place in order for employees to report incidents involving
their persona accounts or the acts of others.

Softwar e Packages
Training should be conducted on the acceptable use of al software used for communication
with other systems and personnel. All applications should have a logon process with a secure
method of password protection. Policies and procedures are to be developed and delivered in
atraining arrangement with al employees.

New Systems
All users should be trained on the use of new systems. The level of Information Security
training required for individual system users must be appropriate to their specific duties, so
that the confidentiality, integrity, and availability of information they would normally handle
is safeguarded.
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Technical Staff
Technical staff both protects the organization's information, but equally, may inadvertently
(or malicioudly) put it at greater risk. Thereforeit is essentia that they be trained to a leve of
competence in Information Security that matches their duties and responsibilities.

Incident Reporting
A process for reporting incidents and concerns should be communicated to all employees so
they can communicate breaches and al other suspicious activities to the appropriate levelsin
the organization.

Information Security Administrator
Some organizations have a resource that oversees the operation with respect to all forms of
information security. This resource has responsibility with safeguarding all agency
information, measuring effectiveness, providing countermeasures, and development of
training and awareness programs.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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6.3 Responding to Security Incidents

JTA Georgia Technology Authority

Reporting Security Incidents

POLICY NUMBER: 6.3.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To ensure that al State of Georgia agencies have a defined process for their employees to
report security incidents so that they can be dealt with quickly to minimize risk to the agency
and the State of Georgia.

SCOPE

All State of Georgia employees, agencies or third parties that maintain communications
systems, computing platforms or hosted applications that contain State of Georgia
information.

POLICY

Each agency shall implement a security incident reporting process and train its
employees on how to use the process.

Guiddines

Development of a Procedure
Each organization should designate responsibility for information security to a specific
administrator. The responsibility of thisrole isto oversee al aspects of information security,
including all processes, procedures, and methodologies used to monitor and execute security
programs. The administrator assigned responsibility for information security should
document an incident reporting and handling process for:

All users need a process to communicate breeches of security and other incidents.
The method may require some level of confidentiality and protection for the user
initiating the report. All users must be aware of the process.

A method of logging and tracking needs to be addressed for the specific incidents.
Users should be provided a receipt or some type of acknowledgement that their
request has been received as well as updates during the investigative stages.
Documented escalation procedures should be in place to inform the appropriate
personnel quickly. This should include al responsible parties, system administrators,
and management. These escalation procedures should include multiple escalation
points depending on the severity of the incident so that evidence can be collected and
the damage or restoration can be completed in atimely manor.

A close out and feedback process should be developed to communicate back to the
appropriate user when the incident has been resolved.
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A report process should be developed to report incident types, severity levels, access
details, and involvement. This should be reported to management and security
personnel regularly so that this information can be shared across organizations and
used to further enhance training and devel opment processes.

A process for awareness training should be developed to educate users of historical
incidents to eliminate future incidents from occurring.

Reporting Guideines

A procedure should be developed for reporting security incidents to outside organizations
such as regulatory bodies, law enforcement agencies and other third parties. The
responsibility for making these reports lies with senior managers within the organization.

Quantification of Incidents
A method of data collection should be put into place to track al incidents. This may be
contained in some type of historical database of past incidents and their resolutions. The
incidents should be analyzed by type, severity, cost, and volume to determine what the actual
impacts may be to the organization. Depending on the results of the analysis, data points may
help identify additiona controls that may be required to limit future exposure to the
organization.

Agencies should regularly analyze incident logs to understand and identify future methods
of prevention.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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TA Georgia Technology Authority

Reporting Security Weaknesses

POLICY NUMBER: 6.3.2 | EFFECTIVE DATE: 09/10/02

PURPOSE

To heighten security awareness among the employees of each State of Georgia agency. Itis
the responsibility of each employee to safeguard information, report breeches and threats to
al of the information processing systems. It is the responsibility of each organization to
inform all users of the policy and process.

SCOPE

All State of Georgia agencies, their employees and third parties that are accessing
information processing and communication systems.

POLICY

Each agency shall develop a procedure for users to report threats to the security
of information systems.

GUIDELINES

Agency Responsibilities
Instill asense of urgency in each of the users to report security weaknesses and threats to all
information processing and communications systems to the designated security administrator.
Training users to be aware of target areas as well as informing them of past incidents should
be done.

User Responsibilities
All users are expected to remain vigilant for possible fraudulent activities. Users should note
and report observed or suspected security weaknesses to systems and services. Users should
not try to emulate the security breach or attempt to prove the threat as a test.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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ﬂ‘j‘ A Georgia Technology Authority

Disciplinary Process

POLICY NUMBER: 6.3.3 | EFFECTIVE DATE: 09/10/02

PURPOSE

To ensure that a disciplinary process is in place to deter employees who disregard security
procedures. In the event that disciplinary actions are necessary, a process will be in place that
will be followed to ensure correct and fair treatment of perpetrators.

SCOPE

All State of Georgia agencies, employees and third parties that have access to information
contained in the State of Georgia systems.

POLICY

State and agency-specific disciplinary procedures should be followed for users
who disregard security policies, standards and procedures.

GUIDELINES

Disciplinary Process
A formal disciplinary process should be followed to deter and discipline employees,
contractors, or vendors who have violated the organizational security policies and procedures.
The process should ensure correct, fair treatment for employees or contractors that are
suspected of committing serious and persistent breaches of security. Loca law enforcement
agencies should be involved if appropriate.

Vendor Service Agreements
Vendors and contractors who provide services to the state must agree to follow the applicable
security policies and procedures of the agencies for which they work. Third-party
agreements should include written assurances from the vendor that they will comply with
state and agency policies and procedures, and that they will discipline their employees or
contractors who disregard security procedures.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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7. Physical and Environmental Security
7.1 Secure Areas

JTA Georgia Technology Authority

Physical Security Perimeter

POLICY NUMBER: 7.1.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To ensure that agencies take appropriate measures designed to safeguard the physical
perimeter of agency facilities that house State information systems.

SCOPE

All agencies of the State of Georgiathat have responsbility for facilities that physicaly house
State of Georgia information systems.

POLICY

Agencies shall adopt procedures and facility hardening measures to prevent and
detect unauthorized access or damage to facilities that contain State information
systems.

GUIDELINES

All State agencies that house information processing facilities should clearly identify the
perimeter of the facility and perform a risk analysis to assess its physical security. Appropriate
security controls should be applied to reduce the level of risk that has been identified. Such
controls include:

Physical facilities should provide a structure that prevents externa visual and audio
observation and complies with all loca building codes for structura stability (externa
walls, internal walls, ceilings, and doors). Walls surrounding sensitive areas of the
facility should be extended from true floor to true ceiling. This height should prevent
unauthorized entry and minimize environmental contamination such as that caused by
fires and floods. Appropriate control mechanisms (e.g., locks, darms, and bars.) should
be applied to prevent unauthorized access.

All agency computer centers should be equipped with fire, water, and physical intrusion
alarm systems that automatically alert the staff to take immediate action.

Computer facilities should be equipped with doors that automatically close immediately
after they have been opened. These doors should set off an audible alarm when they have
been kept open beyond a certain period of time.
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All fire doors should be equipped with crash bars that allow occupants to quickly exit in
the event of an emergency but also set off aloud aarm when the doors are opened.

Sections of the facilities that house computer or communication equipment or provide
access to input or output deliveries should be restricted with additional controls. (see
Section 7.1.2)

Confidential L ocation of Information Processing Centers
The computer center's physical address should be confidential and should be disclosed to
those having need-to-know approval. No signs should indicate the location of an
information- processing center. Directories and internal telephone books that identify
locations of information processing facilities should not be readily accessible by the public.

Physical Intruson Alarms
Unoccupied areas that house information processing facilities should be equipped with
physica intrusion alarm systems. When activated, these systems should automatically aert
appropriate personnel.

L ocation of Printers, Copiers, and Fax Machines

To prevent unauthorized duplication and transmission of sensitive information, al printers,
copiers, and fax machines should be located in secured areas.

AUTHORITY, ENFORCEMENT, AND EXCEPTIONS (see Sections 1.2, 1.3, and 1.4)

TERMSAND DEFINITIONS (see Section 2)
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TA Georgia Technology Authority

Physical Entry Controls

POLICY NUMBER: 7.1.2 | EFFECTIVE DATE: 09/10/02

PURPOSE

To provide guidance in the protection of restricted areas using control technologies to prevent
unauthorized access attempts.

SCOPE

All areas within agency facilities that an agency determines requires restricted access due to
the presence of senditive or critical State of Georgiainformation systems within such area.

POLICY

Restricted areas within facilities that house sensitive or critical State of Georgia
information systems will at a minimum utilize physical access controls designed
to permit access by authorized usersonly.

GUIDELINES

Wherepossible, entry controls should identify, authenticate and monitor all access attempts
to restricted areaswithin agency facilities.

Facility Identification
Access to any State data center, network operations center, telecommunications or other
similar information processing facility should be restricted. Every person authorized to enter
the facility, including visitors, should be issued a facility identification badge that contains
identifying information (such as name, photograph, and job position) and their level of
building access. Badge color or some other bold identifier may be used to represent the level
of access.

Badge Review
All badges should be checked prior to entry. A receptionist, desk attendant, security guard or
electronic card reader that logs the identity, time, date, and access privileges of each entry
attempt may do such checking.

Physical Accessto Sendtive Information Areas
Access to any office, computer room, or work area that contains sensitive information should
be physicaly restricted. Management responsible for the staff working in these areas should
consult with security administration to determine the appropriate access control method
(receptionists, metal key locks, magnetic card door locks, etc.).

Securing Sensditive Information in Unattended L ocations
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Sensitive information, either in paper or eectronic form, should be protected from
unauthorized access and disclosure. When such information is to be left in an unattended
location, it should be placed in safes, file cabinets, or other appropriate containers and locked
away. During non-working hours, desks should be cleared to prevent unauthorized access
and disclosure of information.

I nspection of L uggage and Packages
Based on the nature and confidentiality of the information processed, users should be advised
that al luggage (e.g., briefcases and backpacks) and packages are subject to inspection before
entry is permitted.

Access Accountability
All entry logs should be secured and maintained. Users should challenge anyone not wearing

an identification badge. Access rights to secure areas should be reviewed and updated
regularly.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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7.2 Equipment Security

TA Georgia Technology Authority

Equi pment Sites and Protection

POLICY NUMBER: 7.2.1 | EFFECTIVE DATE: 09/10/02

PURPOSE

To reduce the risk to computer or communications equipment from environmental threats and
hazards and unauthorized access.

SCOPE
All computer and communications equipment owned or managed by the State of Georgia

POLICY

To maintain the availability, integrity and confidentiality of information,
computer and communications equipment should be secured from physical and
environmental threats.

Guiddlines
Production systems, including servers, firewalls, hubs, routers, and voicemail systems, should be
located within a physically secured area.

Information systems and communications equipment that require additional security should be
physically isolated to enhance the general leve of protection.

To assure the continual service of critical production systems, management should provide
security controls that aert, monitor, and log intrusions, fires, explosives, smoke, water, dust,
vibrations, chemical and electrical effects, electrical supply interferences, and e ectromagnetic
radiation.

Management should prohibit eating, drinking, and smoking in the proximity of information
processing equipment, other than at the workstation.

AUTHORITY, ENFORCEMENT, EXCEPTIONS (see Section 1)

TERMSAND DEFINITIONS (see Section 2)
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TA Georgia Technology Authority

Power Supplies

POLICY NUMBER: 7.2.2 | EFFECTIVE DATE: 09/10/02

PURPOSE
To protect business critical equipment and information systems from power anomalies.

SCOPE
State of Georgia equipment that is deemed sufficiently critical to warrant power protection.

POLICY

Continuity of power should be provided to maintain the availability of critical
equipment and information systems.

GUIDELINES

Uninterruptible power supplies (UPS) provide limited power to handle brief power interruptions
and to alow time for the orderly shutdown of equipment for prolonged power outages. Because
of the cost, UPS systems are normally recommended only for business critical operations. A risk
assessment should be performed to determine the need for such equipment and the length of time
outage protection is required. UPS equipment shoul